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§7.5005 National bank acting as dig-
ital certification authority.

(a) It is part of the business of bank-
ing under 12 U.S.C. 24(Seventh) for a
national bank to act as a certificate
authority and to issue digital certifi-
cates verifying the identity of persons
associated with a particular public/pri-
vate key pair. As part of this service,
the bank may also maintain a listing
or repository of public keys.

(b) A national bank may issue digital
certificates verifying attributes in ad-
dition to identity of persons associated
with a particular public/private key
pair where the attribute is one for
which verification is part of or inci-
dental to the business of banking. For
example, national banks may issue dig-
ital certificates verifying certain fi-
nancial attributes of a customer as of
the current or a previous date, such as
account balance as of a particular date,
lines of credit as of a particular date,
past financial performance of the cus-
tomer, and verification of customer re-
lationship with the bank as of a par-
ticular date.

(c) When a national bank issues a
digital certificate relating to financial
capacity under this section, the bank
shall include in that certificate an ex-
press disclaimer stating that the bank
does not thereby promise or represent
that funds will be available or will be
advanced for any particular trans-
action.

§7.5006 Data processing.

(a) Eligible activities. It is part of the
business of banking under 12 U.S.C.
24(Seventh) for a national bank to pro-
vide data processing, and data trans-
mission services, facilities (including
equipment, technology, and personnel),
data bases, advice and access to such
services, facilities, data bases and ad-
vice, for itself and for others, where the
data is banking, financial, or economic
data, and other types of data if the de-
rivative or resultant product is bank-
ing, financial, or economic data. For
this purpose, economic data includes
anything of value in banking and fi-
nancial decisions.

(b) Other data. A national bank also
may perform the activities described in
paragraph (a) of this section for itself
and others with respect to additional
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types of data to the extent convenient
or useful to provide the data processing
services described in paragraph (a), in-
cluding where reasonably necessary to
conduct those activities on a competi-
tive basis. The total revenue attrib-
utable to the bank’s data processing
activities under this section must be
derived predominantly from processing
the activities described in paragraph
(a) of this section.

(c) Software for performance of author-
ized banking functions. A national bank
may produce, market, or sell software
that performs services or functions
that the bank could perform directly,
as part of the business of banking.

[61 FR 4862, Feb. 9, 1996, as amended at 73 FR
22242, Apr. 24, 2008]

§7.5007 Correspondent services.

It is part of the business of banking
for a national bank to offer as a cor-
respondent service to any of its affili-
ates or to other financial institutions
any service it may perform for itself.
The following list provides examples of
electronic activities that banks may
offer correspondents under this author-
ity. This list is illustrative and not ex-
clusive; the OCC may determine that
other activities are permissible pursu-
ant to this authority.

(a) The provision of computer net-
working packages and related hard-
ware;

(b) Data processing services;

(c) The sale of software that performs
data processing functions;

(d) The development, operation, man-
agement, and marketing of products
and processing services for trans-
actions conducted at electronic ter-
minal devices;

(e) Item processing services and re-
lated software;

(f) Document control and record
keeping through the use of electronic
imaging technology;

(g) The provision of Internet mer-
chant hosting services for resale to
merchant customers;

(h) The provision of communication
support services through electronic
means; and

(i) Digital certification authority
services.
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